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Préambule
Cloud

Cloud

Cloud,  pour  

Cloud

Cloud

Cloud

Cloud

Cloud



Guide  pratique  -­‐  Cloud  computing  et  protection  des  données 7
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Cloud

Cloud

un  Cloud
Cloud

Cloud

Cloud

Cloud
Cloud  apporte  

Cloud  géré  en  interne  et  à  usage  privé  (Type  1)

Cloud  géré  en  interne  et  à  usage  ouvert  (Type  3)

Cloud  
(Type  2)
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Cloud

Cloud
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Cloud

Le  Cloud

Cloud
Cloud

Cloud
Cloud

Cloud

Cloud

Cloud  géré  en  externe  et  à  usage  ouvert  (Type  4)
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Cloud

Cloud  

Cloud

(Source  Groupe  de  travail  AFAI-­‐CIGREF-­‐IFACI  2013)
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Cloud

Cloud

Cloud  par  rapport    

Cloud,   par   rapport   à   une  

1 Cloud

Cloud
2

Cloud Cloud
Cloud  

1  

2   CNIL

http://www.ec.europa.eu/information_society/activities/cloudcomputing/docs/com/com_cloud.pdf
http://www.ec.europa.eu/information_society/activities/cloudcomputing/docs/com/com_cloud.pdf
http://www.cnil.fr/fileadmin/images/la_cnil/actualite/Recommandations_pour_les_entreprises_qui_envisagent_de_souscrire_a_des_services_de_Cloud.pdf
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Disaster  Recovery  Plan

Cloud

  Quel  Cloud

Cloud  
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Cloud

Cloud

Cloud

Cloud

  Comment  choisir  le  prestataire  ?

La   Cloud
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1

Cloud

Cloud  

Cloud

Cloud

1     -­‐  ANSSI  
2010

  

www.ssi.gouv.fr/IMG/pdf/2010-12-03_Guide_externalisation.pdf
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Cloud

  

Cloud
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Binding  Corporate  Rules1,
Standard  Clauses2

  

Cloud
sine  qua  non

  

1

2
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Cloud



Guide  pratique  -­‐  Cloud  computing  et  protection  des  données 21

datacenters   

  



©  CIGREF  -­‐  IFACI  -­‐  AFAI  -­‐  Mars  201322



Guide  pratique  -­‐  Cloud  computing  et  protection  des  données 23

Annexes
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Cloud

AGREED   UPON   PROCEDURES
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est  

Program
Cloud

Cloud

Le   Cloud   Security   Alliance

Cloud
Cloud

http://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/pages/sorhome.aspx
http://www.mspalliance.com/ucs/
http://www.cloudindustryforum.org/self-certification/code-of-practice
http://www.cloudindustryforum.org/self-certification/code-of-practice
http://www.saas-audit.de/en/507/overview/
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   Cloud  

Cloud  Control  

Le   Service  
Mark Cloud

Security  Management  Act  
Security  and  Privacy  Controls  for  Federal  

Payment  Card  Industry  
Security  Standards  Council   Data  Security  Standard  

http://www.iso.org/iso/fr/home/store/catalogue_tc/catalogue_detail.htm?csnumber=42103
http://www.gsa.gov/portal/category/102371
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in-­‐the-­‐Cloud  

  

Business  

https://www.pcisecuritystandards.org/security_standards/index.php
http://www.truste.com/products-and-services/enterprise-privacy/TRUSTed-cloud
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Shared  Assessments

  

Shared  Assessments  
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Les  Binding  Corporate  Rules
BCR  

Le  Safe  Harbour  

http://www.cnil.fr/fileadmin/documents/Vos_responsabilites/Transferts/CNIL-transferts-BCR.pdf
http://www.cnil.fr/fileadmin/documents/Vos_responsabilites/Transferts/CNIL-transferts-EXCEPTIONS.pdf
http://www.cnil.fr/fileadmin/documents/Vos_responsabilites/Transferts/CNIL-transferts-CCT.pdf
http://www.cnil.fr/fileadmin/documents/Vos_responsabilites/Transferts/CNIL-transferts-CCT.pdf
http://www.cnil.fr/fileadmin/documents/Vos_responsabilites/Transferts/CNIL-transferts-SAFE_HARBOR.pdf
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Patriot  Act  

Service   Level  
Agreement
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conference

,  in  

Cloud

implemented   to   drive   value     

http://www.eu-ems.com/summary.asp?event_id=108&page_id=811&/
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IT  G

Le  Cloud  computing     

and  other  risks

Cloud  

Le  

Cloud

Governance  in  the  Cloud  

Internal  auditor,  august  

The  Borderless  Enterprise Internal  auditor,  august  

Head  in  the  Clouds   Internal  auditor,  august

and   Data   Security   Risk   
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