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I. Foreword by the Director 
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II. Introduction 
 

multi-annual policy cycle1

an intelligence-led approach

strategic report.

 Step 1: SOCTA – 

 Step 2: Policy-setting and decision making- 

MASP

OAPs

 Step 3: Implementation and monitoring 
 EMPACT 

. 

 Step 4: Review and assessment
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1. Key judgments 
 

3600 organised crime groups

heterogeneous 
globalisation

economic crisis

 
Commodity counterfeiting illicit trade in sub-standard goods and goods violating 
health and safety regulations

 
multiple forms of criminality

 
International trade routes

market for illicit drugs remains the most dynamic 

Economic crimes and fraud 
frauds
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internet

Cybercrime

facilitation of 
illegal immigration trafficking in human beings (THB)

growth of the legal 
economy
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2. Crime enablers 

2.1 The economic crisis 

 



EUROPOL PUBLIC INFORMATION 
 
 

 

2.2 Transportation and logistical hotspots 
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2.3 Diaspora communities 

2.4 Corruption and the rule of law 

 
2.5 Legal business structures (LBS) and professional 
expertise 
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modi operandi

ad hoc

 
2.6 Public attitudes and behaviour 

 



EUROPOL PUBLIC INFORMATION 
 
 

 

2.7 Profits vs. risks and ease of entry into markets 

 
2.8 The internet and e-commerce 
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2.9 Legislation and cross-border opportunities 

 
2.10 ID theft and document fraud  

modi operandi
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3. Crime areas  

3.1 Drugs  
 

 
Heroin 

                                                 

 Despite a moderate decline in consumption levels, heroin trafficking remains a 

threat 

 A  further diversification of heroin trafficking routes is underway 

 Acetic anhydride, a key component in the heroin production process, is largely 

manufactured in the EU 

 OCGs of Albanian, Pakistani and Turkish origin dominate the trafficking in 

heroin 

 There is increased collaboration between OCGs across linguistic and ethnic 

divisions  

 The most dynamic crime area:  

o The drugs market is highly competitive 

o Trafficking routes are continuously diversifying 

o Poly-drug trafficking is now a common modi operandi 

o OCGs in this crime area are highly innovative 
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Cocaine 

                                                 

 Cocaine remains one of the most popular mass consumption drugs of choice  

 The main entry and distribution points for cocaine trafficked from Central 

and South America are major ports in North West Europe, the Iberian 

Peninsula and on the Black Sea  

 Colombian groups no longer have a monopoly on cocaine trafficking, Mexican 

cartels are emerging as traffickers to European markets 

 Increasing numbers of OCGs use sophisticated trafficking  and concealment  

methods and improved techniques of  incorporation of cocaine into other 

materials 
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Cannabis 
 

 
 

                                                 

 High demand sustains a diversity of suppliers and routes  

 Cannabis resin  is increasingly imported from Afghanistan via the Balkan route 

 The violence between OCGs involved in trafficking cannabis is increasing  
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Synthetic drugs and new psychoactive substances (NPS) 

 
 

 

 70 new psychoactive substances have emerged in the last year, increasingly 

for sale online 

 OCGs now use conversion laboratories to convert legitimate chemical 

substances into usable precursors  

 OCGs in the Netherlands and Belgium remain the key producers and 

distributors of synthetic drugs 

 European OCGs produce synthetics cheaply in Africa and Asia and distribute 

their products to markets in Europe  

 The EU is a transit and destination region for methamphetamine produced in 

Africa, Asia and Latin America 
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3.2 Counterfeiting  

Commodity counterfeiting, illicit trade in sub-standard goods 
and goods violating health and safety regulations 
 

                                                 

 Low risks and high profitability increasingly attract OCGs to the illicit trade in 

sub-standard goods and goods infringing intellectual property rights  

 The number of seized counterfeit health and safety products is continuously  

increasing 

 Counterfeit health products are predominantly distributed via illicit online 

pharmacies, but in some cases counterfeit products also infiltrated the 

legitimate supply chain 

 Counterfeit goods are increasingly produced in EU MS 
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Euro counterfeiting 
  

 

decrease

 
  

 

                                                 

 The majority of  counterfeit euro banknotes are produced by only a small 

number of illegal print shops  

 Digital print shops printing counterfeit euro notes are becoming more common 
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3.3 Crimes against persons

Facilitation of illegal immigration 
 

 

modus operandi

 

  

 

 Persistent socio-economic inequalities between the developed and developing 

world as well as continued demand for cheap labour will result in increased 

pressure from migratory flows and related OCG involvement 

 The volume of migration flows along the different routes used to enter the EU 

fluctuates, but traditional routes remain largely the same  

 Intra-EU movements of irregular migrants generally do not follow established 

routes 

 The abuse of legal channels is increasing  

 The involvement of legal professionals is an important enabler 

 Irregular migrants arriving in destination countries are exposed to labour and 

sexual exploitation 
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Trafficking in human beings (THB) 
 

 
 

 Levels of intra-EU trafficking are escalating 

 OCGs involved in THB are very flexible and adapt quickly to changes in 

legislation and law enforcement tactics 

 There has been an increase in THB linked to benefit fraud  

 The economic crisis has increased demand on the illegal labour market, which 

is exploited by OCGs 

 The number of cross-border investigations against OCGs involved in THB in the 

EU remains low 

 THB involves low risk and high profitability 
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3.4 Organised Property Crime  
 

 

 Organised property crime is a significant crime area affecting all EU MS 

 The mobility of the OCGs involved is a defining characteristic of the threat they 

represent and ensures their widespread impact in the EU 

 Elderly people are increasingly targeted  
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3.5 Economic crimes 

Fraud  

 Missing trader intra community (MTIC) fraud generates multi-billion Euro 

losses to EU MS 

 Dubai is a major centre for international fraud schemes. Local OCGs exploit the 

city’s globally connected import/export industry and financial infrastructure 

with its well established links to both western style banking systems and 

regional Informal Value Transfer Systems (IVTS) 

 Excise tax fraud causes major financial losses to EU MS amounting to billions 

of Euros in uncollected excise duties 

 The lack of awareness on the part of individuals and institutional investors 

targeted by fraud has provided a comfortable operating environment for 

fraudsters  

 Modern information and communications technology (ICT) enables fraudsters 

to easily access a large pool of potential victims 

 The emergence of cloud computing and cloud-based fraud facilitating payment 

platforms offers fraudsters a new tool to exploit 
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Money laundering 

 Money laundering involves billions of Euros  

 OCGs continue to use traditional methods of money laundering such as the use 

of shell companies and accounts in offshore jurisdictions 

 Money launderers also increasingly make use of the internet and other 

technological innovations such as pre-paid cards and electronic money 

 OCGs are adept at exploiting weaknesses such as Money Service Businesses 

(MSB), Informal Value Transfer Systems (IVTS) and countries with relatively 

weak border controls and anti-money laundering (AML) regimes 

 Illicit financial services providers are emerging in the form of unsupervised 

payment platforms and banks 
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3.6 Cybercrime

Profit-driven cybercrime and hacktivism 
 

 

                                                 

 Cyber attacks are primarily linked to financial fraud offences  

 The modus operandi of Crime as a Service (CaaS) is further emerging  

  Russian-speaking criminals are prominent in this crime area 
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Online Child Sexual Exploitation (CSE) 
 

 
 

 The threat of online child sexual exploitation is increasing in response to high 

levels of demand for new child abusive material, continued development of 

technical means and offender security measures, and greater internet 

adoption rates  

 Desirable images and video are traded in non-commercial environments as a 

currency  

 Offenders continue to seek out online environments popular with children and 

young people 

 The use of services encrypting and anonymising online activity is increasing 
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Payment card fraud 
 

 
 

                                                 
Payment card fraud in the European Union

 The continued expansion of online credit card payments is increasing the 

number of card-not-present frauds 

 The growing popularity of mobile payments and emerging use of contactless 

NFC (Near Field Communication) payments offer new opportunities for data 

theft and fraud  

 Criminal groups are likely to invest in technical and social engineering 

methods to compromise mobile and contactless payments 
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3.7 Environmental crime 

Illicit waste trafficking 
 

 
 

 

 
 
Trafficking in endangered species (TES) 
 

 

 
 

 Increasing amounts of waste and the high price of waste disposal attracts the 

involvement of OCG in this sector 

 Illicit waste is smuggled to West Africa and China and illicit waste dumping is 

increasingly reported by EU MS 

 The trafficking in endangered species is a niche market attracting highly 

specialised OCGs 
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3.8 Weapons trafficking 
 

 

 

 
 

 The illicit trade in firearms in the EU remains limited in size 
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4. Organised crime groups 
 

 
 

 
poly-crime groups

‘network’ type of structure

  increasingly employ network forms 

criminal hierarchy

 There are an estimated 3600 OCGs active in the EU 

 Criminal groups are increasingly operating on a network-style basis 

 70% of the groups are composed of members of multiple nationalities  

 More than 30% of OCGs are poly-crime groups  

 OCGs are increasingly entrepreneurial in approach and business management 
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often adopt a shared (or ‘group’) leadership approach and/or a 
flexible hierarchy

changes

modi operandi
evolution modi 

operandi

 

use of the 
internet and technological advances, 

the use of LBS
criminal networking

multi-national in their membership

criminal groups are becoming increasingly international

cooperation, mobility and reach
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expertise

achieve common goals

subcontract offer 
unique capabilities

collective protection

innovation 
and information sharing across OCGs benchmark 

the use of violence,
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5. Conclusions and future considerations 
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6. Recommended priorities 
 

 

 
 
 
 
 
 
 

Emerging threats 

Emerging and new threats
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ANNEX I - The SOCTA Methodology

Aim and scope of the SOCTA 

 
 

 
 

 

 
 

Definition of organised crime 
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Data sources 

Threat indicators and crime relevant factors 

 
Results 
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ANNEX II – Comment by academic advisors 
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ANNEX III - List of Abbreviations 
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